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Multisite Lesson review

Lesson review | System architecture

No SIM =

In this lesson, you will learn:

*  Why the PDDEG-S gateway is required

* How the cloud connection can be achieved.

*  Which BMS integration possibilities are available.

*  Which tools have been developed to facilitate store installations.

Philips Dynalite Enabler
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Multisite Architecture

Multisite architecture
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Multisite Architecture

Multisite architecture | products & tools o
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Multisite

IT requirements — customer IT

Connectivity provided by customer/retailer:

a
a
a

[N I Iy Ny Ny Ny Ny My Ny

Fully available and functioning @ day of installation
Secure internet connection 24/7
Open ports for outbound communication (details in table below)

O Optionally we provide list of endpoints that need to be whitelisted on
the Firewall = Security Statement document, Appendix A

NTP (network time protocol) enabled

Provide DHCP server (also static IP supported)

Firewall preventing inbound connection

MDNS discovery enabled (local at store), (only for System builder)
No proxy

No 802.1x network access control

Access to DNS service available

Network protocol: we support both: ipv4 & ipv6 (default: ipv4)
Nice to have: Provide separate VLAN for lighting

Expected traffic per site: up to 1GB / month

Device Port & Protocol

FDDEG-S

53 DNS [outbound only)
123 NTP (outbound only)
443 HTTPS [outbound only)
5671 AMQP (cutbound only)
8883 MATT (outbound only)

IT requirements

IT connectivity test tool

* This tool simplifies the audit of the IT infrastructure of a
customer, validating if it is ready to install Multisite.

* It can be used by both the customer and the installer.

) Intersct Connectivity Toolbox - b4
Fide Tools Help
Select your interact Product
teract Fictad Wbt B
Internct Office and ﬁ Wireless
Press Start button to inliabe the post connectivty best
(%) Interact Connectivity Toolbox — X
File Tools Help
Select your Interact Product
finteract Retail Mutisie |

Current Check:
| poolntp.org 123 is Open
A Cear time 1.google.com 123 is Open
time2.google.com 123 is Open

ramber time 3 google com 123 is Open

e El time4.google.com 123 is Open

api.eu vef retail interactdighting com 443 is Open
api.us.vef retail interactdighting com 443 is Open
api.cn.vef retail interact dighting.com.cn 443 is Open
global azure-devices-provisioning net 443 is Open

Inbermet Conneection:  Connecled o Inbermet - Check isc PING: 2282

Status: Interact Office and Industry Wireless test is in Progress. . please wait. Test#:( 11/ 19)

Intemet Connection: Connected to Intemet - Check is: PING: 8.8.8.8

interact

More details in “Security statement” and “Commissioning guide” @ Partner portal




Multisite 4G mobile connectivity

Lighting management

4G mobile connectivity

.18 &
In case fixed line connectivity is not possible, we can offer Connectivity Setup
powerful wireless connectivity from the day of commissioning

Check connection

O i

i . L. i v Finished
v Hassel free installation and commissioning

v Includes a secure 4G loT router delivered in partnership with
Vodafone

v' Managed data bundle _

v" Broad EU/US coverage: 30 countries

The 4G connectivity device is activated!

* Austria * Greece * Poland
i The network LED (2nd LED) should be
* Belgium * Hungary *  Portugal green
* Bulgaria e lreland * Romania
* Croatia * ltaly * Slovakia
* Cyprus * Latvia * Slovenia
* Czech Republic e Lithuania * Spain
*  Denmark * Luxembourg * Sweden
* Estonia * Malta * Switzerland ——
* Finland * Netherlands * United Kingdom
* France * Norway * United States
* Germany
; interact

More details in “System guide” and “Commissioning guide” @ Partner portal



Multisite

Installation and maintenance made easy

Installer based commissioning

We prepare the digital twin of the lighting
system upfront, simplifying the on-site
commissioning effort so it can be done by
your installer. We provide the installer with
an easy-to-use app that guides him step by
step through commissioning and validation.

Self healing

Our Multisite solution has an addressable

infrastructure that automatically detects a

driver or luminaire replacement and swaps
the DALI address from old to new.

O

Dashboard - lighting status

A
74'AN
i |

Trunk LL512
broken
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Multisite

Lighting
e — Connected Emergency
Architectur

Emergency Light Testing
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Functional Test Result

Functional Test

Profile name

Channel name
Yot 1350 31/08/23 1014 NP -Noodpicto Algemeen-17
31/08/2310.14 ATy MaxosFusion Lonppadeh-mge’"eeﬂ*e
e I 31108/2310.14 AT0) MaxosFysion Hona-Aigomaen-4
B Notteseg i 31/08/2310,14 AInv) Maxosfysior Magaz\'}n—AIgemeen-TO
. A Faileg [ B 311087231014 Emarge'vcy Exit Honc-mgomoen—a?
= 31/08/2310,14 (A10) MaxosFygioy, Magsz‘fn-mqemesrlfﬁ
311081231014 A1) MaxosFysion Magszi(n—mgemeen»n
Ouration Tosg 21/08/2310,14 A1) MaxosFusion Algemogn-1g
311087231014 m:nv)MaxosFusion Knaagaieren»AAgemeenJ
Lad o) 31108/2310,1, Emergoncy gy Krvaagme'en—AJgemssn-a
Succesfy 0290 31/08/2310, 14 (AThv)MaxosFusrcrw Aquarium-Ngervqen-]
[ tested 50 310872310, 14 (Alny) MaxusFus!bn Km‘mgoms,ﬂs
- i 3108231014 (A’nv)MaxcsFusicn chd~Algemeen~30
91087231014 (Ainy) MaxosEysig,, Kassa~Avgemeen»2|
31/05/23!0 14

(Any) Maxoskygje,, ucnc—mgemaen—sw
31108/2310.14 (mnv)mxuscusmm xasxa»mgemeen-w
3108/2310.14 Emorgancy Exit Noodverhcrnng~A/gmneen—2
308/2310.14 (Any) Maxoskygic,, Kassa—mgemeemvs
31/09/2310 14 (Aan)MaxosFusmr\ Honu-»\!qumaomzs
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Multisite Architecture — metered energy

Multisite metered energy | Modbus RS485

Modbus RS485 - with new DDNG485

2l Energy dashboard

i Q swea

Energy consumption

PDDEG-S

205,542 kWh

29,363 kWh

New HW: DDNG485 v3
12NC: 913703366709

Load controller Load controller DDNG485

E interact

Energy Meter




Multisite Architecture — metered energy

Multisite metered energy | Modbus IP

Modbus IP - with PDDEG-S Site Gateway

2l Energy dashboard

=

Q swrea

N
=

Distribution switch
PDDEG-S

205,542 kWh

29,363 kWh

H B =

Load controller Load controller Energy Meter
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Multisite Architecture — metered energy

Multisite metered energy | Modbus RS485

Modbus RS485 - with PDEG/PDEB

2l Energy dashboard

1 i Q, store #
Ik! T T TTTETTT N St
L WY RN SRR o

Distribution switch
PDDEG-S

205,542 kWh

29,363 kWh

PDEB / PDEG

H B =

Load controller Load controller Energy Meter
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Multisite BMS integration options

v Onsite integration with Alarm and BMS systems

T Lighting management
mE@ Integration v’ Large variety of local manual override options

v" Support of common interfaces: Dry contact | BACnet | CGlI

Interact Cloud and application

Lighting 9_,} Remote
management O service

Scene
management

Energy
optimization

1
Site(s) ﬁ% Secure site gateway and BMS
lighting controls network

Lighting Sensors User interfaces Alarm systems HVAC

. interact



Multisite

13

Store safety

UV-C upper air disinfection

v Shoppers and employees can now feel safer thanks
to Philips UV-C upper air disinfection luminaires

v’ Validated 99.99% effectiveness within only 10 min

v Extend lifetime of UV-C light sources by automatic
schedules to operate them only during trading hours

Proofpoint: EDEKA Clausen Germany >

Proofpoint: dm drugstore Bratislava >

Learn more on validated 99.99% effectiveness to
deactivate pathogens within 10 min exposure >

UV-C upper air disinfection

“It provides me with a bit of peace of mind while shopping, knowing

that they did their best to protect their clients.”

interac



https://www.signify.com/global/our-company/news/press-releases/2021/20210304-signify-and-innovative-bioanalysis-validate-effectiveness-of-signifys-uvc-lighting-on-disinfecting-the-air
https://www.signify.com/global/our-company/news/press-releases/2021/20210304-signify-and-innovative-bioanalysis-validate-effectiveness-of-signifys-uvc-lighting-on-disinfecting-the-air
https://www.signify.com/en-gb/our-company/news/press-releases/2020/20201118-edeka-clausen-installs-uv-c-lighting-from-signify-providing-its-employees-and-shoppers-additional-safety
https://www.signify.com/global/our-company/news/press-releases/2021/20210224-dm-drugstores-employees-and-customers-can-now-feel-safer-thanks-to-philips-uv-c-disinfection-devices

Multisite Lesson review

Lesson review | System architecture

No SIM =

In this lesson, you learnt that:

* Multisite is based on Dynalite with the addition of a PDDEG-S gateway.

* Atesttool has been developed for testing the connectivity.

* Philips Dynalite Enabler app tool has also been developed to facilitate onsite commissioning.

* Multisite can integrate with the customer's BMS either at store level through a dry contact or

Philips Dynalite Enabler

a JACE box, or cloud level.

interact
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